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Abstract This notebook paper documents the approach adopted by our team for
Author Masking Task in PAN 2016. For the purpose of masking the identity of
the author, we use a simple translation based approach. From the source language
(English), the text is translated to an intermediate language before it gets finally
translated back to English. In this process, depending on the translation model and
various penalties used during the translation process, a change of the structure
of the language seeps in. Besides this, translation process can also change the
vocabulary used in the text as well as the average sentence length. We attempt to
use this approach for obfuscating the identity of author of the text.

1 Introduction & Related Work

Tthe task is as follows [1]: Given a document, we need to reformulate the text so as to
satisfy the following conditions:

1. Mask the identity of the original author of the document so that state of art author-
ship attribution systems can not identify the author.

2. Retain maximum content of the document so the meaning of the text does not
change

3. Maintain the linguistic quality of the document so that a human cannot identify it
to be machine generated text.

Training set consists of sets of (3-5) documents written by n authors: A1, A2...An.
The test set consists of one or more documents, corresponding to each of these authors,
which needs to be masked: Dioriginal

for author Ai. The documents Di1 , Di3 ...Dim

represent the writing style of Ai. Here, m ∈ {3, 4, 5} is the number of documents writ-
ten by author Ai provided in training set. Using this information about writing style of
Ai, the task is to rewrite / paraphrase the document Dioriginal

to Diobfuscated
in such a

way, that evaluator algorithms do not identify Ai as the author of Diobfuscated
or equiva-

lently, these algorithms should not detect that author of Diobfuscated
and Di1 , Di3 ...Dim

is same.
The task of authorship masking has not been well researched. Patrick Juola & Dar-

ren Vescovi used Brennan-Greenstadt Obfuscation corpus with JGAAP systems to test
different methods of authorship attribution against text written in deliberate attempt to
obfuscate the style [2]. Gary Kacmarcik & Michael Gamon have explored techniques
for reducing the effectiveness of standard authorship attribution techniques so that an



author can preserve the anonymity for a particular document [3]. They have discussed
method of identifying most salient features for identification and shown how this infor-
mation can be fed back to create the obfuscated document so that the attribution moves
away from the original. Also, there has been a previous attempt to perform this task by
to-fro language translation: English → French → English. As mentioned in their paper
[4], considering the low quality of the state-of-the-art translation methods then, they
were not able to yield a good performance. In this attempt, we try to test the idea of
to-fro translation using an additional intermediate language and check its performance
with current state-of-the-art translation tools.

2 Approach

Our approach tries to exploit the corruption caused by translation system when trans-
lating a piece of text from one language to another and leverage this to perform the task
of obfuscation. The idea is to perform sequential translation of the to-be-obfuscated
document of each author to a few intermediate languages and then translate it back to
English: English → IL1 → IL2 → ... ILn → English, where ILj is the intermedi-
ate languages. Our initial approach was to use the translation API provided by Google
Translate1. However Google translate uses English as a pivot language for translation.
Which means while translating a document from English to French to German, the
English document will be translated to French, which will be translated back to En-
glish, and the new English document will be then translated to German. This approach
didn’t turn out to be much useful. Most machine translation systems don’t drift to a new
sentence while translating between two pairs of languages. Which means translating a
English sentence to French and then back to English will, in most cases, return the orig-
inal English sentence itself. To counter this we tried using other translation systems like
Yandex2 and Microsoft Bing Translate3 for performing a part of the intermediate trans-
lations. For example we would translate a English sentence to French using Google
translate and then use Bing translate to get the German sentence which will then be
translated to English using Yandex. This approach seemed promising in terms of lan-
guage quality. Most of the sentences generated were human readable with few phrase
positioning shifts and some words being replaced by the synonyms. However there were
certain unexpected errors deploying and running the software on TIRA platform [5] [6]
due to a high number of API calls required by such a system. Finally we opted to train
our own translation models using Moses SMT toolkit[7]. We used German and French
as the intermediate languages: English → German → French → English.

We used the Europarl corpus[8] for training. The Europarl corpus provides paral-
lel translations where one of the languages is English. We created the German-French
corpus using the English-German and English-French corpus. We used a randomly se-
lected subset of 100K sentences per language pair for training the translation model and
tuned the model with another 5K randomly sampled sentences.

1 https://translate.google.com
2 https://translate.yandex.com/
3 https://www.bing.com/translator



3 Evaluation Details

The organizers have proposed the following parameters for evaluation of Author Mask-
ing task. The quality of submitted systems is judged based on:

– Safeness: does forensic analysis reveal the original author of its obfuscated texts?
– Soundness: are the obfuscated texts textually entailed with their originals?
– Sensibleness: are the obfuscated texts inconspicuous to a human reader?

Safeness was evaluated for all the three participant teams by the task organizers
[1]. It was done by a large-scale safety evaluation of the three participant obfuscation
approaches. This was done based on the authorship verification approaches submitted
to the PAN 2013-2015 authorship verification tasks [9,10,11]. These authorship verifi-
cation approaches were run on obfuscated versions of the test datasets of their respec-
tive years. Each submitted obfuscation approach was run, yielding three additional test
datasets per original dataset. Only the English portions of the test datasets were used.

The following table documents the average performance drop in terms of final score
of the verification approaches when compared to their performance on the unobfuscated
(original) test datasets. Higher the performance drop, better the obfuscation. Our team
stood second in terms of the safeness measure.

Table 1. Average performance drops in terms of “final scores” of the authorship verifiers submit-
ted at PAN 2013 to PAN 2015 when run on obfuscated versions of the corresponding test datasets
as per the submitted obfuscators.

Participant PAN 2013 PAN 2014 EE PAN 2014 EN PAN 2015

Mihaylova et al. [12] -0.10 -0.13 -0.16 -0.11
Keswani et al. -0.09 -0.11 -0.12 -0.06
Mansoorizadeh et al. [13] -0.05 -0.04 -0.03 -0.04

The organizer have acknowledged the gap in automatic evaluation measures for this
task and have invited proposals for an automatic evaluation measure, which is done
through a separate task, "Obfuscation Evaluation". Results of all three "Author Mask-
ing" teams in terms of soundness and sensibleness would be available in the task note-
books of "Obfuscation Evaluation" teams.

4 Conclusion & Future Work

Overall the use of machine translation systems seems a worthy attempt at Authorship
attribution. We would like to try several further approaches in future. For instance, due
to the limitations of the virtual machines, we had to reduce the size of the training cor-
pus. We would like to see the effect of using the entire Europarl Corpus(1.5 million
sentences). We would also like to try it on a different corpus which has a more broader
vocabulary. Another approach we would like to further explore is tuning the language



model and sentence length penalties in moses translation system. These penalties con-
trol the linguistic quality and length of the translated sentences. Yet another possibility
is to use the word usage trends to manipulate the translations. Replacing a few words
that are used in recent times by those that were popular in 18th century would be an
interesting approach.
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